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TD –DHCP
Exercice n°1: Analyse d'un échange DHCP
Soit 6 entêtes de trames  issues d'un échange entre  un serveur et un client DHCP
No. Time      Source         Destination      Protocol Info

  1 0.000000  0.0.0.0        255.255.255.255  DHCP     DHCP Discover - Transaction ID 0x6719436e

  2 0.001182  192.168.0.253  192.168.0.9      ICMP     Echo (ping) request

  3 0.342454  192.168.0.253  192.168.0.9      DHCP     DHCP Offer    - Transaction ID 0x6719436e

  4 0.344405  0.0.0.0        255.255.255.255  DHCP     DHCP Request  - Transaction ID 0x6719436e

  5 0.348264  192.168.0.253  192.168.0.9      DHCP     DHCP ACK      - Transaction ID 0x6719436e

  6 0.353014  CIS_b9:49:37   Broadcast        ARP      Who has 192.168.0.9?  Tell 192.168.0.9

Expliquez le rôle de chaque trame :

Vous donnerez sa provenance, sa destination, son type et son rôle.

Exercice n°2: Analyse détaillée de la trame DHCP DISCOVER
Commentez pour chaque trame, les lignes surlignées en jaune.
Frame 1 (342 bytes on wire, 342 bytes captured)

    Arrival Time: Dec 10, 2002 10:10:04.658425000

    Time delta from previous packet: 0.000000000 seconds

    Time relative to first packet: 0.000000000 seconds

    Frame Number: 1

    Packet Length: 342 bytes

    Capture Length: 342 bytes

Ethernet II, Src: 00:20:18:b9:49:37, Dst: ff:ff:ff:ff:ff:ff

    Destination: ff:ff:ff:ff:ff:ff (Broadcast)

    Source: 00:20:18:b9:49:37 (CIS_b9:49:37)

    Type: IP (0x0800)

Internet Protocol, Src Addr: 0.0.0.0 (0.0.0.0), Dst Addr: 255.255.255.255 (255.255.255.255)

    Version: 4

    Header length: 20 bytes

    Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)

        0000 00.. = Differentiated Services Codepoint: Default (0x00)

        .... ..0. = ECN-Capable Transport (ECT): 0

        .... ...0 = ECN-CE: 0

    Total Length: 328

    Identification: 0x4b10

    Flags: 0x00

        .0.. = Don't fragment: Not set

        ..0. = More fragments: Not set

    Fragment offset: 0

    Time to live: 128

    Protocol: UDP (0x11)

    Header checksum: 0xee95 (correct)

    Source: 0.0.0.0 (0.0.0.0)

    Destination: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

    Source port: bootpc (68)

    Destination port: bootps (67)

    Length: 308

    Checksum: 0xf904 (correct)

Bootstrap Protocol

    Message type: Boot Request (1)
    Hardware type: Ethernet

    Hardware address length: 6

    Hops: 0

    Transaction ID: 0x6719436e

    Seconds elapsed: 0

    Bootp flags: 0x0000 (Unicast)

        0... .... .... .... = Broadcast flag: Unicast

        .000 0000 0000 0000 = Reserved flags: 0x0000

    Client IP address: 0.0.0.0 (0.0.0.0)

    Your (client) IP address: 0.0.0.0 (0.0.0.0)

    Next server IP address: 0.0.0.0 (0.0.0.0)

    Relay agent IP address: 0.0.0.0 (0.0.0.0)

    Client hardware address: 00:20:18:b9:49:37

    Server host name not given

    Boot file name not given

Magic cookie: (OK)

    Option 53: DHCP Message Type = DHCP Discover
    Unknown Option Code: 251 (1 bytes)

    Option 61: Client identifier

        Hardware type: Ethernet

        Client hardware address: 00:20:18:b9:49:37

    Option 50: Requested IP Address = 192.168.0.9

    Option 12: Host Name = "pchris"

    Option 60: Vendor class identifier = "MSFT 5.0"

    Option 55: Parameter Request List

        1 = Subnet Mask

        15 = Domain Name

        3 = Router

        6 = Domain Name Server

        44 = NetBIOS over TCP/IP Name Server

        46 = NetBIOS over TCP/IP Node Type

        47 = NetBIOS over TCP/IP Scope

        31 = Perform Router Discover

        33 = Static Route

        43 = Vendor-Specific Information

    End Option

    Padding

Commentez dans les cadres prévus à cet effet le rôle des champs surlignés.
Exercice n°3: Analyse détaillée de la trame DHCP OFFER

Frame 3 (342 bytes on wire, 342 bytes captured)

    Arrival Time: Dec 10, 2002 10:10:05.000879000

    Time delta from previous packet: 0.341272000 seconds

    Time relative to first packet: 0.342454000 seconds

    Frame Number: 3

    Packet Length: 342 bytes

    Capture Length: 342 bytes

Ethernet II, Src: 00:00:b4:bb:5d:ee, Dst: 00:20:18:b9:49:37

    Destination: 00:20:18:b9:49:37 (CIS_b9:49:37)

    Source: 00:00:b4:bb:5d:ee (Edimax_bb:5d:ee)
    Type: IP (0x0800)

Internet Protocol, Src Addr: 192.168.0.253 (192.168.0.253), Dst Addr: 192.168.0.9 (192.168.0.9)

    Version: 4

    Header length: 20 bytes

    Differentiated Services Field: 0x10 (DSCP 0x04: Unknown DSCP; ECN: 0x00)

        0001 00.. = Differentiated Services Codepoint: Unknown (0x04)

        .... ..0. = ECN-Capable Transport (ECT): 0

        .... ...0 = ECN-CE: 0

    Total Length: 328

    Identification: 0x0000

    Flags: 0x00

        .0.. = Don't fragment: Not set

        ..0. = More fragments: Not set

    Fragment offset: 0

    Time to live: 16

    Protocol: UDP (0x11)

    Header checksum: 0x273f (correct)

    Source: 192.168.0.253 (192.168.0.253)

    Destination: 192.168.0.9 (192.168.0.9)

    *** Notez que le serveur fait comme si le client disposait déjà de son adresse IP
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)

    Source port: bootps (67)

    Destination port: bootpc (68)

    Length: 308

    Checksum: 0xb216 (correct)

Bootstrap Protocol

    Message type: Boot Reply (2)
    Hardware type: Ethernet

    Hardware address length: 6

    Hops: 0

    Transaction ID: 0x6719436e

    Seconds elapsed: 0

    Bootp flags: 0x0000 (Unicast)

        0... .... .... .... = Broadcast flag: Unicast

        .000 0000 0000 0000 = Reserved flags: 0x0000

    Client IP address: 0.0.0.0 (0.0.0.0)

    Your (client) IP address: 192.168.0.9 (192.168.0.9)

    Next server IP address: 192.168.0.253 (192.168.0.253)

    Relay agent IP address: 0.0.0.0 (0.0.0.0)

    *** Il n'y a pas d'agent de relais DHCP

    Client hardware address: 00:20:18:b9:49:37

    Server host name not given

    Boot file name not given

    Magic cookie: (OK)

    Option 53: DHCP Message Type = DHCP Offer

    Option 54: Server Identifier = 192.168.0.253

    Option 51: IP Address Lease Time = 1 hour

    Option 1: Subnet Mask = 255.255.255.0

    Option 15: Domain Name = "maison.mrs"

    Option 3: Router = 192.168.0.253

    Option 6: Domain Name Server = 192.168.0.253

    End Option

    Padding

Commentez dans les cadres prévus à cet effet le rôle des champs surlignés.

Exercice n°4: Analyse détaillée de la trame DHCP REQUEST

Frame 4 (349 bytes on wire, 349 bytes captured)
…….
   Ethernet II, Src: 00:20:18:b9:49:37, Dst: ff:ff:ff:ff:ff:ff

    Destination: ff:ff:ff:ff:ff:ff (Broadcast)

    Source: 00:20:18:b9:49:37 (CIS_b9:49:37)

    Type: IP (0x0800)

Internet Protocol, Src Addr: 0.0.0.0 (0.0.0.0), Dst Addr: 255.255.255.255 (255.255.255.255)

    …….
User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

    Source port: bootpc (68)

    Destination port: bootps (67)

    Length: 315

    Checksum: 0xe94b (correct)

Bootstrap Protocol

    Message type: Boot Request (1)

    Hardware type: Ethernet

    Hardware address length: 6

    Hops: 0

    Transaction ID: 0x6719436e

    Seconds elapsed: 0

    Bootp flags: 0x0000 (Unicast)

        0... .... .... .... = Broadcast flag: Unicast

        .000 0000 0000 0000 = Reserved flags: 0x0000

    Client IP address: 0.0.0.0 (0.0.0.0)

    Your (client) IP address: 0.0.0.0 (0.0.0.0)

    Next server IP address: 0.0.0.0 (0.0.0.0)

    Relay agent IP address: 0.0.0.0 (0.0.0.0)

    Client hardware address: 00:20:18:b9:49:37

    Server host name not given

    Boot file name not given

    Magic cookie: (OK)

    Option 53: DHCP Message Type = DHCP Request

    Option 61: Client identifier

        Hardware type: Ethernet

        Client hardware address: 00:20:18:b9:49:37

    Option 50: Requested IP Address = 192.168.0.9

    Option 54: Server Identifier = 192.168.0.253

    Option 12: Host Name = "pchris"

    Option 81: Client Fully Qualified Domain Name (10 bytes)

    Option 60: Vendor class identifier = "MSFT 5.0"

    Option 55: Parameter Request List

        1 = Subnet Mask

        15 = Domain Name

        3 = Router

        6 = Domain Name Server

        44 = NetBIOS over TCP/IP Name Server

        46 = NetBIOS over TCP/IP Node Type

        47 = NetBIOS over TCP/IP Scope

        31 = Perform Router Discover

        33 = Static Route

        43 = Vendor-Specific Information

    End Option

Exercice n°5: Analyse détaillée de la trame DHCP ACK
Frame 5 (342 bytes on wire, 342 bytes captured)

    …….  

Ethernet II, Src: 00:00:b4:bb:5d:ee, Dst: 00:20:18:b9:49:37

    Destination: 00:20:18:b9:49:37 (CIS_b9:49:37)

    Source: 00:00:b4:bb:5d:ee (Edimax_bb:5d:ee)

    Type: IP (0x0800)

Internet Protocol, Src Addr: 192.168.0.253 (192.168.0.253), Dst Addr: 192.168.0.9 (192.168.0.9)

    …….
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)

    Source port: bootps (67)

    Destination port: bootpc (68)

    Length: 308

    Checksum: 0xaf16 (correct)

Bootstrap Protocol

    Message type: Boot Reply (2)
    Hardware type: Ethernet

    Hardware address length: 6

    Hops: 0

    Transaction ID: 0x6719436e

    Seconds elapsed: 0

    Bootp flags: 0x0000 (Unicast)

        0... .... .... .... = Broadcast flag: Unicast

        .000 0000 0000 0000 = Reserved flags: 0x0000

    Client IP address: 0.0.0.0 (0.0.0.0)

    Your (client) IP address: 192.168.0.9 (192.168.0.9)

    Next server IP address: 192.168.0.253 (192.168.0.253)

    Relay agent IP address: 0.0.0.0 (0.0.0.0)

    Client hardware address: 00:20:18:b9:49:37

    Server host name not given

    Boot file name not given

    Magic cookie: (OK)

    Option 53: DHCP Message Type = DHCP ACK

    Option 54: Server Identifier = 192.168.0.253

    Option 51: IP Address Lease Time = 1 hour

    Option 1: Subnet Mask = 255.255.255.0

    Option 15: Domain Name = "maison.mrs"

    Option 3: Router = 192.168.0.251

    Option 6: Domain Name Server = 192.168.0.253
    End Option

    Padding
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